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The Siegl Risk Framework
An actual security or privacy risk
Risk of not being in compliance
Perception risk

Credit: Jim Siegl, Fairfax County Public Schools, Virginia



Landscape of Privacy Concerns
The Scope and Type of Data Schools 

Collect
A Lack of Transparency

Who is collecting and accessing student data?
How is student data being used?
The “cloud” and other amorphous terminology 

+ jargon 
Privacy Beyond Data



Landscape of Privacy Concerns
Primary Concerns

Commercialism 
Putting students on “tracks”
Historical discrimination



The Family Educational Rights 
and Privacy Act (FERPA)

Passed in 1974
Applies to educational agencies and 

institutions
Enforced by Department of Education
Penalty for noncompliance is loss of 

federal funding – but has never happened



FERPA
FERPA grants parents or eligible students 
the following rights: 

Right to annual notification of the EAI’s 
FERPA policy
Right to access education record
Right to seek amendment or correction of 

record
Right to confidentiality of personally 

identifiable information in record
Right to file a complaint



Key Exceptions to Consent

Directory information
School Official
Studies
Audit or Evaluation



Protection of Pupil Rights 
Amendment (PPRA)



Children’s Online Privacy 
Protection Act (COPPA)

Applies to operators of commercial websites 
or online services that:

Are directed to children and collect personal 
information from children under 13; or 
Have actual knowledge that they collect personal 
information from children under 13

Enforced by FTC and State AGs
Penalty for noncompliance is civil penalties up 
to $41,484 per violation (per record, per day)



COPPA Basics
Covered operators must:

Provide a privacy policy
Obtain verifiable parental consent
Provide parents with access (and deletion 

rights) to their child’s personal information
Give parents the opportunity to withdraw 

consent
COPPA in Schools: Like FERPA?
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States Have Passed 125 Laws Since 2013 41



Questions Raised By Laws
Collection

What information is collected? 
How is information collected? 
Is consent needed? 

Access
Who can access the information? 

Sharing
When can data be initially shared? 
When can data be redisclosed? 



Two Types of Laws
Governing LEAs/SEAs
Governing Vendors (directly or 

indirectly)
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State Laws Passed Since 2013
https://ferpasherpa.org/state-laws/

https://ferpasherpa.org/state-laws/


Unintended Consequences



Interesting Trends
Transparency
Opt-in and Opt-Out
Device and social media privacy
Penalties (financial and criminal)
Research restrictions
Training and Resources



Coming Up?



“While the idea of identifying a child's strengths 
and weaknesses and using that information to 

help them make decisions about their future is a 
good idea, the United Nation's idea of data 

collection and globalizing our nation's children, 
making them human capital, is unamerican and 

Hitleresque.”
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Questions?
Amelia Vance, Director of Education Privacy and 
Policy Counsel, Future of Privacy Forum
avance@fpf.org
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